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JOB DESCRIPTION

Job Title:	IT Officer (Cloud)
					
Department/Section:	IT Team, Business Support Directorate

Location:	SBHA Head Office, Selkirk 

Salary:	Grade E	

Reports To:	Head of IT & Business Solutions

Closing Date:	 
 
Interview Date:	 

[bookmark: _Hlk92287969]Date:	September 2026		
__________________________________________________________________________

Overall Purpose

To act as the technical owner for the Association’s cloud, identity and access management services, ensuring the secure, reliable and effective operation of services including Microsoft 365, Microsoft Entra ID, Active Directory, Intune, SharePoint Online, Microsoft Teams and associated Azure identity services. The postholder will provide specialist expertise in cloud technologies and identity management whilst contributing to the support and maintenance of the wider IT infrastructure and services. The role will work collaboratively with the other IT Officers to ensure resilience and continuity across all IT services.

Primary Accountabilities

1. Act as the technical lead for the Association’s Microsoft 365, identity and access management services, Microsoft SharePoint/Teams environments and the IT Helpdesk.
2. Manage authentication services ensuring user access is secure, aligned to role-based systems access and meets least privileged access standards.
3. Configure, maintain and regularly review Conditional Access, Multi-Factor Authentication and related authentication controls to strengthen access security while maintaining effective user experience.
4. Manage Microsoft Active Directory & Entra ID, including group-policy, directory synchronisation, enterprise applications, single sign-on, application registrations and identity-related configuration.
5. Manage and support Microsoft SharePoint Online, including site administration, permissions, libraries, access control, and information governance policies.
6. Manage and support Microsoft Teams, including Teams configuration, user access and governance settings.
7. Monitor Microsoft 365 and identity related cloud services to ensure availability, performance, security and effective use.
Core Accountabilities

1. Contribute to the administration and support of the Association’s IT infrastructure including VMware, virtual servers, storage platforms, networking, telephony, mobile services, and backup platforms.
2. Participate in backup monitoring, disaster recovery testing and business continuity activities.
3. Provide 2nd line support for incidents escalated from the IT Helpdesk and liaise with external support teams to identify and implement resolutions.
4. Support the implementation of infrastructure upgrades, technology refresh programmes, maintenance activities including OS and firmware updates.
5. Work collaboratively with other IT Officers to provide cover during periods of annual leave, absence, and increased operational demand.
6. Develop and maintain sufficient knowledge of the Association’s business systems, cybersecurity services, cloud services and core infrastructure platforms to provide effective resilience, peer support and service continuity across the IT Team.
7. Maintain technical documentation, contribute and adhere to technical standards, and ensure up-to-date standard operating procedures.
8. Maintain awareness of emerging technologies, industry trends and best practice, and advise on where these would benefit the Association and its customers.
9. To commit to personal continuous professional development to maintain relevant skills and knowledge for personal benefit as well as SBHA’s.
10. To maintain awareness of Tenant participation and engagement as a commitment by SBHA to its Tenants.
11. To be aware of and comply with personal responsibility for Health & Safety in the workplace, lone-working, and of the Association’s general responsibility for the Health & Safety of its customers and Tenants.
12. To model and promote behaviours consistent with SBHA’s values and Employee Code of Conduct.
13. To be aware of and observe personal responsibility for fair and equal treatment of colleagues, customers and Tenants, in line with the current legal Equal Opportunities requirements.
14. To carry out any other duties appropriate to this post, as necessary or as requested by the Head of IT & Business Solutions.

Key Skills

1. Microsoft 365/Azure administration, Microsoft Entra ID/Active Directory.
2. Hybrid identity, enterprise applications, single sign-on, application registrations, and authentication technologies.
3. Conditional Access, MFA, privileged access, and Azure role-based access control.
4. SharePoint Online and Microsoft Teams administration and permission management.
5. Microsoft Intune endpoint management and compliance.
6. Microsoft Windows 11, Windows Server and storage.
7. VMware vSphere and vCenter
8. DNS, DHCP, Firewall Access Control Lists, LAN/WAN fundamentals, network management and security.
9. Backup and disaster recovery processes.


Contacts

Internal	Executive Team, Head Office Team, all SBHA employees.

External	Tenants, Board Members, and other customers.

Working Environment

This post will require flexible working to cover service delivery between 8am and 5pm Monday to Friday. The postholder may be required on occasions to work out with and in excess of normal working hours and occasionally require weekend work.
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PERSON SPECIFICATION
Job Title:           	IT Business Systems Officer (Cloud)
Department/Section:		IT Team, Business Support Directorate
Date:   	July September 2026

	
	Value
	Assessed at

	



Requirement

	Essential
	Desirable 
	Application
	Interview
	Test
	Presentation

	1. Education & Qualifications
	
	
	
	
	
	

	Educated to Standard Grade level or equivalent (including English and Maths).
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	HNC or equivalent in IT/computing (or equivalent discipline) or able to demonstrate equivalent through experience and willing to complete qualification within 3 years HNC in Computing or other equivalentHNC/HND in IT/computing or able to demonstrate equivalent through experience.
	ü

	ü

	ü

	ü
· 
	
	

	2. Experience
	· 
	· 
	· 
	· 
	
	

	Minimum of 3 years’ experience hands on experience administering Microsoft 365 services in a business environment.
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Experience administering Microsoft Entra ID, Active Directory, Group Policy and hybrid identity services.
	ü

	
	ü

	ü

	
	

	Experience managing identity lifecycle processes, authentication controls and role-based access.
	ü

	
	ü

	ü

	
	

	Experience administering SharePoint Online, Document & Records Management, Microsoft Teams and Microsoft collaboration services.
	ü

	
	ü

	ü

	
	

	Experience configuring an ITIL aligned ITSM platform, including workflows, queues, service levels and reporting.
	
	ü
	ü
	ü
	
	

	Experience supporting core infrastructure technologies including Microsoft Windows 11 & Windows Server, VMware, storage, LAN/WAN, telephony and mobile services.
	ü
	
	ü
	ü
	
	

	Experience of working in an ITIL aligned IT support environment.
	ü
	
	ü
	ü
	
	

	3. Knowledge
	· 
	
	
	
	
	

	Knowledge of Microsoft Entra ID, Active Directory, Group Policy, directory synchronisation and hybrid identity concepts.
	ü

	
	ü

	ü

	
	

	Knowledge of identity and access management principles, including least privilege, role-based access, Conditional Access, MFA, and privileged access
	ü
	 
	ü
	ü
	
	

	Knowledge of Microsoft SharePoint, Sites, Libraries, Lists, and the document management lifecycle.
	ü
	
	
	
	
	

	A good understanding of Data Protection and experience of handling confidential and sensitive information.
	ü

	
	ü

	ü

	
	

	4. Skills and Abilities
	· 
	· 
	· 
	· 
	
	

	Good interpersonal skills and a demonstrated ability to communicate effectively with staff at all levels, suppliers and contractors.
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Strong analytical and problem-solving skills with the ability to investigate and resolve complex technical and security issues.
	
	ü
· 
	ü
· 
	ü
· 
	

	

	Ability to plan, organise and manage competing priorities whilst maintaining service levels.
	ü
· 
	· 
	ü
· 
	ü

	
· 
	

	Ability to produce clear technical documentation, reports, procedures and operational records.
	ü

	
	ü

	ü
· 
	
	

	Ability to develop and maintain working knowledge of the Association’s business systems, cloud services, and infrastructure platforms to provide service resilience and cross-team support when required.
	ü
· 
	· 
	ü
· 
	ü
· 
	ü

	

	5. Other Requirements
	
	· 
	· 
	· 
	
	

	Adopts an approachable, helpful style and is committed to customer service.
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Ability to work unsupervised and aware when to escalate issues.
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Resilience to manage competing priorities and operate successfully under pressure.
	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Able to demonstrate an interest in and aptitude for working with IT.

	ü
· 
	· 
	ü
· 
	ü
· 
	
	

	Demonstrates desire to improve processes and systems delivering service efficiency and improved customer service.
	ü

	· 
	ü

	ü

	
	

	Awareness of health and safety including lone working.
	ü

	· 
	ü

	ü

	
	

	Willingness to support colleagues across other specialist disciplines and contribute to a flexible, resilient and collaborative IT team.
	ü

	
	ü

	ü

	
	

	Awareness of UK GDPR, FOISA and EIR regulations.
	ü

	· 
	ü
· 
	ü
· 
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