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	PRIVACY POLICY




1.0	INTRODUCTION AND PURPOSE OF POLICY

1.1	SBHA is committed to ensuring the secure and safe management of data held by SBHA in relation to customers, staff and other individuals. SBHA’s people have a responsibility to ensure compliance with the terms of this Policy, and to manage personal data in accordance with legislation, this Policy, and any related Policies and/or Procedures.

1.2	SBHA needs to gather and use certain data about individuals. These can include customers (tenants, factored owners, etc.), employees and other individuals that SBHA has a relationship with. SBHA manages a significant amount of data, from a variety of sources. This data contains Personal Data and Sensitive Personal Data (known as Special Categories of Personal Data).

1.3	This Policy outlines SBHA’s duties in controlling and processing data, and how this data should be managed. SBHA’s data protection responsibilities are laid out in the General Data Protection Regulation (EU) 2016/679 (the GDPR), and other associated legislation, regulations, and good practice. 

1.4	SBHA’s Data Security Policy should be referred to in conjunction with this Policy when considering information management. This Policy provides greater detail relating to the management of documentation including personal data shared or held by other organisations.

1.5	The overarching aim of this Policy is to manage information and personal data in line with guidance from the Information Commissioner’s Office (ICO), aiming to adhere to best practice in data management, retention and disposal; as well as enabling access to personal and other information and ensuring the openness and accountability of SBHA.

2.0	PRINCIPLES OF GOOD PRACTICE

2.1	SBHA’s will appoint a Data Protection Officer (DPO), whose role will be to:

· inform and advise the organisation and its employees about their obligations to comply with the GDPR and other data protection laws;
· monitor compliance with the GDPR and other data protection laws, including managing internal data protection activities, advise on data protection impact assessments; train staff and conduct internal audits; and
· be the first point of contact for supervisory authorities and for individuals whose data is processed (employees, customers etc).

2.2	The following arrangements will also apply for the DPO:

· Adequate resources will be provided to enable the DPO to meet their GDPR obligations, including any support necessary to carry out the DPO's tasks and access to personal data and processing operations, and to maintain the DPO's expert knowledge;
· The DPO's presence is recommended where decisions with data protection implications are taken.  All relevant information must be passed on to the DPO in a timely manner in order to allow the DPO to provide adequate advice;
· The opinion of the DPO must always be given due weight. In case of disagreement, SBHA will document the reasons for not following the DPO's advice; and
· The DPO must be promptly consulted if a data breach or another incident has occurred.

2.3	SBHA’s data protection supervisory authority is the ICO. SBHA’s registration with the ICO will be reviewed annually and will be maintained by the DPO.
		
2.4	SBHA is committed to the responsible processing of personal data. As such, all personal data processed by SBHA will be:

· processed lawfully, fairly and in a transparent manner in relation to individuals; 
· collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; 
· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed; 
· accurate and, where necessary, kept up to date; 
· kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; and 
· processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

3.0	PERSONAL DATA PROCESSING

3.1	For the purposes of the GDPR, ‘personal data’ is defined as any information relating to an identifiable person who can be directly or indirectly identified from that information. This definition provides for a wide range of personal identifiers to constitute personal data, including name, identification number, location data or online identifier, reflecting changes in technology and the way organisations collect information about people.

3.2	In order to process personal data, a lawful basis must be provided on one of the following grounds:

· Consent;
· Performance of a contract with the individual;
· Legal obligation;
· Vital interests;
· Public task; or
· Legitimate interests.

	Advice on the appropriate lawful basis for data processing can be obtained from the DPO.

3.3	In general, consent is not an appropriate lawful basis for most types of data SBHA processes. If consent is sought, it will be in writing and offer individuals a genuine choice over if and how their personal data is processed by SBHA, and not be a precondition for accessing services. 

3.4	SBHA is committed to giving individuals information about what their personal data is used for and how this is done. All Tenants, Applicants, Employees and other persons on whom SBHA holds personal data will therefore be issued with a clear, concise and understandable privacy notice, setting out:

· the lawful basis for processing the data and the purpose for it;
· the legitimate interests of SBHA in processing the data (where appropriate);
· who SBHA may pass personal data to and for what purpose;
· if their personal data is required under statute or contract and the consequences of not providing their personal data;
· details of the retention period for the data; and
· the rights of the data subject, including the right to complain to the ICO.



3.5	Certain types of data are classed as ‘special category data’, and need more protection. Special category data includes information such as: race; ethnicity; religion; health; trade union membership; sex life; or sexual orientation. In order to lawfully process special category data, a separate condition for processing must be identified alongside the lawful basis. This includes:

· Explicit consent;
· Employment or social security rights or obligations;
· Vital interests;
· Establishment, exercise or defence of legal claims; or 
· Substantial public interest.

 	If special category data is to be processed, advice on the appropriate condition will be sought from the DPO.

3.6	Data on criminal offences is dealt with independently under the GDPR. This should only be processed by SBHA if there is a lawful basis and a legal or official authority for processing it. Advice on this will be sought from the DPO.

4.0	DATA SHARING

[bookmark: _GoBack]4.1	SBHA shares the personal data that it holds with various third parties for a number of reasons to ensure that its day to day activities are carried out in accordance with SBHA Policies and Procedures. This could include passing information to contractors to carry out repairs and/or planned maintenance, Scottish Borders Council and its agencies, or SBHA’s solicitors. Where personal data is to be shared with another organisation, this will be clearly stated in the relevant privacy notice, along with the type of organisation that the information will be passed to. 

4.2	Where SBHA shares personal data with a third party organisation, it shall require the third party organisation to enter in to a Data Sharing Agreement with the SBHA. A model agreement is available for this. 

4.2	Any organisation processing data on behalf of SBHA is expected to comply with all relevant legislation, best practice, this Policy and any other SBHA Policy and/or Procedure relating to data protection, as appropriate. It is the responsibility of all SBHA Managers and Directors to ensure that they have written contracts with all relevant contractors in their service area and to be duly diligent to ensure they are put in place before any personal data is shared with the contractor.

5.0	THE RIGHTS OF DATA SUBJECTS

5.1	Under the GDPR, data subjects have a range of rights in relation to the processing of their personal data which SBHA will follow at all times. These are:

· The right to be informed; 
· The right of access; 
· The right to rectification; 
· The right to erasure;
· The right to restrict processing;
· The right to data portability; and
· The right to object.

5.2	The rights relevant to data subjects will be clearly specified in all Privacy Notices issued to them, along with information on how to exercise these rights. Specific aspects of these rights are covered below, and in SBHA’s Data Rights Procedure.

5.3	Data Subjects are permitted to view their data held by SBHA upon making a request to do so (a Subject Access Request, SAR). Upon receipt of a request by a data subject, SBHA will respond to the SAR within one month of the date of receipt of the request. The following rules will also be followed:

· SBHA must provide the data subject with an electronic or hard copy of the personal data requested, unless any exemption to the provision of that data applies in law;

· Where the personal data requested comprises data relating to other data subjects, SBHA. Where contact can not be made, or consent is not given, any information which may identify another individual, or is related to them, will be redacted from the information disclosed; and

· Where SBHA does not hold the personal data sought by the data subject, must confirm that it does not hold any personal data to the data subject as soon as practicably possible, and in any event, not later than one month from the date on which the request was made.

5.4	The SAR information will be provided free of charge, unless the request is for a further copy of the same information, or the request is deemed to be manifestly unfounded or excessive. If this is the case, the fee charged will be based solely on the administrative cost of providing the information.

5.5	A data subject can exercise their right to be forgotten by submitting a request in writing to SBHA seeking that SBHA erase the data subject’s personal data in its entirety. Each request received by SBHA will require to be considered on its own merits and legal advice will require to be obtained in relation to such requests from time to time.  The DPO will have responsibility for accepting or refusing the data subject’s request in accordance with relevant legislation and will respond in writing to the request.

5.6	A data subject may request that SBHA restrict its processing of the data subject’s personal data, or object to the processing of that data. Each request received by SBHA will require to be considered on its own merits and legal advice will require to be obtained in relation to such requests from time to time.  The DPO will have responsibility for accepting or refusing the data subject’s request in accordance with relevant legislation and will respond in writing to the request.

6.0	DOCUMENTATION

6.1	SBHA is required to document all of its personal data processing activities. As an organisation of less than 250 employees, this only needs to include processing activities which are not occasional, could result in risks to the rights and freedoms of individuals, or involve processing of special category data.

6.2	To ensure that SBHA complies with all of its responsibilities, a Data Inventory and a Data Process Map will be maintained, setting out what data SBHA collects, why it is collected, how it is stored, how it is processed and any internal or external data transfers.

6.3	Where appropriate, SBHA will also hold records of consent, contracts with third parties which include data processing and records of any data breaches.


7.0	STORAGE, RETENTION AND DISPOSAL OF DATA 

7.1	All personal data held by SBHA will be stored securely and proportionately to the type of data. SBHA’s Data Security Policy (and Data Storage, Retention and Disposal Procedure) sets this out in more detail. 

7.2	SBHA has put in place a Data Retention Schedule (for documents held in physical, electronic or other format) to ensure that personal data will be held for no longer than necessary for the purposes for which it was collected.

7.3	To help manage this process, SBHA has put in place a Data Storage, Retention and Disposal Procedure. This procedure, and the accompanying Data Retention Schedule, aims to:

· Identify when records should be disposed of, and justify this;
· Prevent the premature destruction of records that need to be retained for a specified period to satisfy legal, governance, financial and other requirements;
· Implement archiving practices retaining archive records and retrieval systems; and
· Provide consistency for the management, archiving and disposal of all records.

7.4	All data held by SBHA must be disposed of appropriately, and particular care should be taken when disposing of personal data. The Data Storage, Retention and Disposal Procedure sets out how this should be done.

7.5	Where a Director or Manager deems that records require to be held for longer than the set retention period, a clear rationale must be identified.  In some cases this may relate to risk an area of dispute, complaint or legal case.

7.6	Where a third party or contractor is appointed to manage disposal of records, SBHA must assess the risk and ensure the contractor meets all necessary requirements and signs an appropriate written contract.

7.7	SBHA expects any organisation processing data on SBHA’s behalf to also comply with its Data Storage, Retention and Disposal Procedure and Data Retention Schedule, and this will be made clear in contracts with such organisations.

8.0	PRIVACY BY DESIGN

8.1	SBHA is committed to ensuring privacy by design in its Policies, services and processes. As such, a Data Protection Impact Assessment (DPIA) will be carried out for significant new projects which involve changes to data processing and/or storage arrangements. This should be carried out in line with the DPIA Procedure and accompanying form.

8.2	Where a decision is being sought from the Governance Structure which has involved a DPIA, a summary of the DPIA should be provided in the relevant paper, as set out in the DPIA Procedure.


9.0	DATA BREACHES

9.1	A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data. This includes breaches that are the result of both accidental and deliberate causes. It also means that a breach is more than just about losing personal data.

9.2	This Policy aims to prevent any data breaches from occurring. Should a data breach occur, the Data Breach Procedure must be followed. The Procedure sets out what event would be notifiable to the ICO, and the steps that should be followed. If the data breach is determined to not be notifiable to the ICO in line with the Procedure, the decision should be justifiable and the event and justification documented appropriately.

10.0	RESPONSIBILITIES

10.1	All of SBHA’s People and Governance Members have a responsibility to ensure that this Policy is adhered to, and to ensure the confidentiality of all data held by SBHA, especially personal data.

10.2	All of SBHA’s people will receive regular refresher training on data protection, and additional training as required, for example, as a result of changes to this Policy or related Procedures.

10.3	Each department and team will be responsible for reviewing the information it holds, the purpose it is being held for, ensuring accuracy and that data is held and disposed of responsibly.  This will include updating SBHA’s Data Inventory and/or Data Process Map. When a document has reached the end of its retention period (as set out in SBHA’s Retention Schedule) it should be disposed of appropriately (unless there is a justifiable reason to overrule the set retention period).

11.0	POLICY REVIEW

11.1	This Policy will be reviewed within 12 months, thereafter on the third year of its original approval date, or earlier if legislative or other changes necessitate this.  
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